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1. COURSE DESCRIPTION 

 

Indicators 
Field of Study, Educational 

Level, Specialty 
Course Characteristics 

Number of ECTS 

Credits – 4 

Field of Study: 01 

Education/Pedagogy 

 

Specialty: 

011 Educational, Pedagogical 

Sciences 

 

Educational and Professional 

Program: Higher School 

Pedagogy. Andragogy 

Educational discipline of the cycle of 

mandatory educational components 

Year of Study 

2 

Total Hours 

– 120 

  

Semester 

3 

Higher Education 

Level: Second (Master's)  

Lectures 

6 

Practical/Seminar Classes 

4 

Independent Study 

110 

Type of Assessment 

Final Exam 

 

Note: The ratio of contact hours to independent study is 10% / 90% 

 

2. COURSE PURPOSE AND OBJECTIVES 

 

The purpose of the course «Fundamentals of Media Literacy» is to develop master's 

students' system of knowledge and skills in analyzing and critically evaluating media content, 

understanding the principles of modern media space functioning, and the ability to effectively 

interact with the information environment, as well as effectively use media resources in their 

professional activities. 

In today's information society, this course has particular significance as it enables future 

specialists to develop skills in protecting against manipulative media influence and the ability to 

teach this to students, ensures the development of competence in creating and distributing quality 

media content while adhering to professional ethical standards. 

An important aspect of the purpose is preparing master's students for effective use of media 

resources in the educational process, which includes the ability to select, verify, and adapt media 

materials according to the needs of different categories of adult learners. This will enable them to 

create a modern educational environment that meets the requirements of the digital age. 

The main objectives of the course are: 

– To ensure understanding of the nature and specifics of various media types' functioning in 

the modern information space, including traditional and new media, their characteristics, 

and impact on the audience; 

– To develop the ability to critically analyze media content through developing skills in 

recognizing manipulation, propaganda, fake news, and other forms of disinformation in 

the media space; 

– To develop practical skills in creating and distributing media content while considering 

professional and ethical standards, copyright, and principles of academic integrity; 



– To master methodologies and tools for verifying information accuracy, including fact-

checking, source verification, and media message analysis; 

– To develop the ability to effectively use media resources in the educational process; 

– To develop the ability to protect one's own information space and teach this to students 

considering different age categories; 

– To master media education methodologies and their adaptation for different target 

audiences of learners. 

The subject matter of the «Fundamentals of Media Literacy» course is a system of 

theoretical knowledge and practical skills in critical perception, analysis, evaluation, and creation 

of media content, as well as methodologies for developing media competence in the professional 

context of higher education teachers and adult educators. 

The course covers the study of modern media functioning patterns, their impact on society 

and individuals, principles of critical media content comprehension and countering disinformation, 

as well as ethical aspects of media activities. An important component of the subject is the 

exploration of media resources utilization in the educational process and the specifics of 

developing media literacy among learners of different age groups. 

General Competencies (GC): 

- GC1. Ability for abstract thinking, analysis, and synthesis 

- GC2. Ability to search, process, and analyze information from various sources 

- GC3. Ability to apply knowledge in practical situations 

- GC4. Ability to learn and master contemporary knowledge 

- GC5. Ability to adapt and act in new situations 

- GC7. Ability for interpersonal interaction 

- GC9. Ability to work in an international context 

- GC10. Ability to conduct research at an appropriate level 

Professional Competencies (PC): 

- PC1. Ability to design and research educational systems 

- PC2. Ability to apply and develop new approaches to solving research and/or innovative 

tasks in education and pedagogy 

- PC4. Ability to conduct expertise and provide consultations on educational policy and 

innovations in education 

- PC5. Ability to develop and implement new educational tools, projects, and integrate them 

into the educational environment 

- PC7. Critical understanding of problems in education, pedagogy, and at the intersection of 

knowledge fields 

- PC8. Ability to integrate knowledge in education/pedagogy and solve complex problems 

in multidisciplinary and interdisciplinary contexts 

- PC9. Ability to use modern information-communication and digital technologies in 

educational and research activities 

Expected Learning Outcomes: 

- LO2. Use modern digital technologies and resources in professional, innovative, and 

research activities 

- LO4. Communicate freely in state and foreign languages, both orally and in writing, to 

discuss educational and professional activities, present research findings and innovative 

projects 

- LO9. Conduct searches for necessary information in educational/pedagogical sciences 

from print, electronic, and other sources, analyze and systematize it, evaluating its 

reliability and relevance 

 

 

 



3. COURSE PROGRAM 

 

Topic 1. Media Literacy in the Modern World 

The concept of media literacy. Core components of media literacy (access, analysis, 

evaluation, creation). Interrelation between information and digital literacy. Key competencies of 

a media-literate person. Genesis of media education development. Main stages of media education 

evolution. Critical thinking development in the context of media education. International 

experience in implementing media education. Current trends in media literacy development. 

Modern challenges of the information society. The role of media literacy in the professional 

activities of higher education teachers and adult educators. 

 

Topic 2. Media Space and Its Components 

The concept of media space and its main characteristics. Levels of media space 

organization (global, national, regional). Media space subjects (media, audience, regulators). 

Media ecosystem and its components. Types of media and their characteristics (print, audiovisual, 

social media, internet media). Specific impact of different media types on the audience. 

Characteristics of traditional media. Features of new media. Changing role of the audience (from 

passive consumer to active content producer). Concept and types of media convergence 

(technological, economic, professional convergence). Impact of convergence on media 

consumption. 

 

Topic 3. Fact-checking and Information Verification 

Concept and principles of fact-checking (definition of fact-checking, basic principles of 

fact verification, ethical aspects of fact-checking, role of fact-checking in modern journalism). 

Fact-checking methodology (information verification algorithm, primary and secondary sources, 

working with documents, cross-verification of data, statistical verification). Common mistakes in 

working with facts (logical fallacies, correlation vs causation, biases and stereotypes, emotional 

manipulation). Content verification tools. Image verification (Google Images, TinEye). Video 

analysis (InVID, YouTube DataViewer). Geolocation verification (Google Earth, Wikimapia). 

Social media account verification. Detection of fake news and disinformation (types of fakes, signs 

of unreliable information, fact manipulation techniques, methods of countering disinformation). 

Working with primary sources (source reliability assessment, information archiving, verification 

process documentation, legal aspects of source usage). 

 

Topic 4. Manipulative Technologies in Media 

Concept of media manipulation. Classification of manipulative technologies. 

Psychological mechanisms of manipulation. Target audiences of manipulative influence. Tools of 

manipulative influence (linguistic, visual manipulations, emotional triggers, context manipulation, 

data and statistics manipulation). Technologies for creating manipulative content (news framing, 

spin doctoring, agenda-setting technique, information suppression, concept substitution). The 

concept of information and its properties. Types of information in media space (factual, analytical, 

evaluative information). Principles of objective information (accuracy, reliability, completeness, 

balance). Differences between information and manipulation. Definition of propaganda. Types of 

propaganda. Propaganda influence techniques. Distinction between propaganda and information. 

Concept of hate speech. Levels of hate speech. Consequences of hate speech usage. Legal aspects 

of countering hate speech. Critical analysis of media content. Manipulation detection techniques. 

Information verification tools. 

 

Topic 5. Media Content Creation 

Principles of quality journalism. Journalism standards: accuracy and reliability, balance of 

opinions and viewpoints, separation of facts from comments, completeness of information, 

timeliness. Quality criteria for media content. Audience and its needs. Content formatting for 



different platforms. Code of journalistic ethics. Rights and obligations of journalists. Conflict of 

interest. Privacy protection. Working with vulnerable groups. Ethics of source usage. Media text 

structure (headline complex, lead and its types, text composition, inverted pyramid principle, SEO 

text optimization). Visual literacy: basics of composition, working with photographs, creating 

infographics, video content, visual emphasis, visual content adaptation. Multimedia storytelling. 

Principles of storytelling. Types of multimedia stories. Interactive elements. Longform articles. 

Timelines. Integration of different formats. Content creation tools. Publishing platforms. Adaptive 

design. Device optimization. Content analytics. 

 

Topic 6. Media Security and Digital Hygiene 

Introduction to media security and digital hygiene: basic concepts, relevance and 

importance in the modern digital world. Personal data protection: types of personal data, methods 

of protection, legal aspects of personal data protection, privacy settings in various services and 

applications, creating and managing secure passwords. Social media safety: account privacy 

settings, identifying fake profiles, protection from phishing and social engineering, rules for social 

media content publishing. Cyberbullying and counteraction: types of online harassment, 

psychological aspects of cyberbullying, methods of protection from online harassment, action 

algorithms in case of cyberbullying, legal protection mechanisms. Digital footprint: concept of 

digital footprint, types of digital footprints (active and passive), managing digital reputation, tools 

for monitoring and removing digital footprints, long-term consequences of digital footprint for 

professional activities. Practical aspects of digital security: use of antivirus software, two-factor 

authentication, safe use of public Wi-Fi networks, data backup, encryption of important 

information. 

 

Topic 7. Media Literacy and Artificial Intelligence 

Principles of operation and types of AI in media space. Artificial intelligence technologies 

in media sphere: content generation (text, images, video, audio), natural language processing, 

computer vision, data analysis and content personalization. Critical evaluation of AI content: 

methods for detecting generated content, verification tools, artificial content markers, 

characteristics of AI manipulations. Practical applications of AI in media: use of text generators, 

image processing systems, video generation, analytical tools. Security and ethical aspects: the 

deepfake problem, combating disinformation, data privacy protection, ethical dilemmas of AI 

usage. Verification and fact-checking of AI content: assessing information reliability, source 

verification, contextual analysis, ethical evaluation. The future of media literacy in the AI era: 

development trends, new challenges, adaptation of media literacy skills to technological changes, 

development of critical thinking in the context of AI technology proliferation. 

 

4. COURSE STRUCTURE 

 

 

 

Topic Titles 

Number of Hours 

Total Including 

l s i/s 

Topic 1. Media Literacy in the Modern World 15 2 - 13 

Topic 2. Media Space and Its Components 18 - - 18 

Topic 3. Fact-checking and Information Verification 20 - 2 18 

Topic 4. Manipulative Technologies in Media 16 2 - 14 

Topic 5. Media Content Creation 16 2 - 14 

Topic 6. Media Security and Digital Hygiene 20 - - 20 

Topic 7. Media Literacy and Artificial Intelligence 15 - 2 13 

Total 120 6 4 110 

 



5. LECTURE TOPICS AND CONTENT 

 

№ Lecture Topics Lecture Content Hours 

1 Media Literacy in 

the Modern World 

1) The concept of media literacy and its main 

components: media access, media content analysis, 

critical evaluation, creating original content. 

Interrelation between information and digital 

literacy. 

2) Genesis of media education development: from 

early studies of media influence to modern 

concepts of media literacy. Main stages of media 

education evolution globally and in Ukraine. 

3) Key competencies of a media-literate person: 

critical thinking, ability to analyze and evaluate 

media content, understanding media message 

context, media content creation skills. 

4) Modern challenges of the information society: 

information overload, disinformation, fake news, 

media manipulation. International experience in 

countering information threats. 

5) Role of media literacy in the professional activities 

of higher education teachers and adult educators: 

using media tools in the educational process, 

developing media competence of adult learners. 

2 

2 Manipulative 

Technologies in 

Media 

1) The concept of media manipulation and its main 

characteristics. Classification of manipulative 

technologies. Psychological mechanisms of 

influence on different target audiences. 

2) Tools of manipulative influence in media: 

linguistic and visual manipulations, use of 

emotional triggers, manipulation of context and 

statistical data. 

3) Technologies for creating manipulative content: 

news framing, spin doctoring, agenda-setting, 

information suppression, concept substitution. 

Types of information in media space and 

principles of objective information delivery. 

4) Propaganda as a form of manipulative influence: 

definition, types, main techniques. Differences 

between propaganda and objective information. 

Hate speech: concept, levels, consequences, and 

legal aspects of counteraction. 

5) Critical analysis of media content: manipulation 

detection techniques, information verification 

methods, practical tools for countering 

manipulative influence. 

2 

3 Media Content 

Creation 

1) Principles of quality journalism and professional 

standards: accuracy, reliability, balance of 

opinions, separation of facts from comments, 

completeness and timeliness of information. Media 

2 



content quality criteria and consideration of target 

audience needs. 

2) Journalistic ethics and professional responsibility: 

rights and obligations of journalists, conflict of 

interest, privacy protection, specifics of working 

with vulnerable groups, ethical principles of using 

information sources. 

3) Structure and specifics of media text creation: 

headline complex, types of leads, compositional 

structure, inverted pyramid principle, SEO 

optimization. Content formatting for different 

media platforms. 

4) Visual literacy in media content creation: basics of 

composition, working with photographs and 

infographics, creating video content, visual 

emphasis, principles of visual content adaptation. 

5) Multimedia storytelling: construction principles, 

types of multimedia stories, creation of longform 

articles and timelines, integration of different 

formats. Content creation and publishing tools, 

adaptive design and analytics. 

 

6. PRACTICAL CLASS TOPICS AND CONTENT 

№ Topics for 

Practical Classes 

Content of Practical Classes Hours 

1 Fact-checking and 

Information 

Verification 

Discussion of Theoretical Topics: 

1. The concept and significance of fact-checking in 

modern media space. 

2. Types of disinformation and fake news. 

3. Main stages of information verification. 

4. Tools for verifying textual, visual, and video 

content. 

5. International and Ukrainian fact-checking 

organizations. 

Practical Assignments (choose one): 

1. Analysis of real fake news examples and their 

debunking. 

2. Verification of photos and videos using 

specialized tools. 

3. Investigation of information sources and 

assessment of their reliability. 

4. Working with databases and open registries. 

5. Development of an algorithm for fake information 

verification. 

2 

2 Media Literacy and 

Artificial 

Intelligence 

Discussion of Theoretical Topics: 

1. Basic concepts and principles of artificial 

intelligence in media. 

2. Types of generative AI and their capabilities (text, 

image, video, audio). 

3. Ethical aspects of AI use in media space. 

2 



4. Threats and challenges associated with AI 

implementation. 

5. Deepfakes and synthetic media: detection and 

countermeasures. 

Practical Assignments (choose one): 

1. Analysis of AI-generated content 

2. Comparison of human-written and AI-generated 

texts 

3. Detection of AI-generated images 

4. Exploring capabilities and limitations of popular 

AI services 

5. Development of criteria for AI content authenticity 

assessment 

 

7. INDEPENDENT STUDY 

№ Topic Titles Hours 

1 Media Literacy in the Modern World 13 

2 Media Space and Its Components 18 

3 Fact-checking and Information Verification 18 

4 Manipulative Technologies in Media 14 

5 Media Content Creation 14 

6 Media Security and Digital Hygiene 20 

7 Media Literacy and Artificial Intelligence 13 

 

8. INDIVIDUAL TASKS 

 

Topic 1 

1. «Historical Media Education Analysis»: 1) research media education development in a 

specific historical period (protective theory, critical theory, semiotic theory); 2) analyze the 

main approaches and concepts of this period; 3) determine their relevance to modern media 

education. 

2. «Media Message Analysis»: 1) select a current news story from three different media 

sources; 2) compare information presentation, identify facts and judgments; 3) analyze 

headlines for manipulation; 4) write a conclusion about the objectivity of event coverage. 

3. «Media Content Creation»: 1) write a news story about an important event at your higher 

education institution; 2) create three different headlines: neutral, clickbait, and manipulative; 

3) explain the differences between them and their potential impact on the audience. 

4. «Media Consumption Research»: 1) maintain a media consumption diary for 3 days; 2) 

record time, content type, and platforms; 3) analyze your media habits and their impact on 

worldview; 4) propose a plan to optimize media consumption. 

5. «Source Reliability Assessment»: 1) choose a high-profile topic; 2) find 5 information 

sources about it; 3) evaluate each source using reliability criteria; 4) justify which sources can 

be trusted and why. 

6. «International Media Education Experience»: 1) compare media education approaches in 

three different countries; 2) identify common and distinctive features; 3) suggest which 

elements should be implemented in Ukraine. 



7. «Media Safety for Senior Learners» Training»: 1) develop a one-day media literacy 

training program for Universities of the Third Age students; 2) select practical exercises and 

tools; 3) prepare handout materials. 

8. «Analysis of Common Fraud Schemes»: 1) analyze 3 most common types of online fraud 

targeting elderly people (phishing, fake medical offers, credit card fraud); 2) create a 

comparison table: fraud type, indicators, protection methods; 3) develop an infographic with 

online safety rules for elderly people. 

 

Topic 2 

1. «Media Evolution»: Complete the comparative table by analyzing how major visual mass 

media have enhanced societal capabilities: 

Visual Media: What new emerged in vision: What new emerged in 

communication: 

Photography   

Cinema   

Television   

Internet   

 

2. «Media Ecosystem Analysis»: 1) create a map of your region's media ecosystem; 2) identify 

key players and their interconnections; 3) evaluate each entity's impact on the local media 

space. 

3. «Comparative Media Analysis»: Identify commonalities and differences in resources 

provided by photography, cinema, television, and Internet usage. 

4. «Media Capabilities Transformation»: 1) select one event/phenomenon and analyze its 

representation across different media: Photography (static image, documentation), Cinema 

(motion, sound, editing, artistic interpretation), Television (immediacy, mass reach, 

interactivity), Internet (multimedia, hypertextuality, interactivity); 2) create a comparative table 

using criteria: audience accessibility, dissemination speed, interaction possibilities, reliability, 

perceptual impact. 

5. «Global Media Space Mapping»: 1) identify key players at various levels of media space; 2) 

analyze their influence on national media markets; 3) compile comparative characteristics of 

regional specificities. 

6. «From Consumer to Creator»: 1) analyze your weekly media activity (passive content 

consumption, content interaction (likes, comments, shares), original content creation); 2) create 

original content in various formats (text, photo/video, podcast, infographic); 3) evaluate content 

effectiveness through metrics (reach, audience engagement, feedback). 

7. «Media Impact: Perception Analysis»: 1) analyze one news story presented across different 

media (print (newspaper/magazine), television, radio, social networks, messaging apps); 2) 

evaluate each medium's impact using criteria (emotional response, retention, credibility, call to 

action); 3) develop recommendations for critical information consumption across different 

media. 

8. «Media Convergence Research»: 1) select a media resource and analyze manifestations of 

different types of convergence; 2) identify advantages and disadvantages of convergent 

processes; 3) forecast future media transformations. 

 

Topic 3 

 

1. «Fact-checking Algorithm»: 1) Select a high-profile public figure's statement; 2) Conduct 

step-by-step verification using fact-checking methodology; 3) Prepare a verification 

documentation report. 



2. «Visual Content Verification»: 1) Verify 3 viral photos/videos using verification tools; 2) 

Locate the original source; 3) Compile a dissemination timeline. 

3. «Source Analysis»: 1) Evaluate the reliability of 5 different information sources; 2) Create a 

source credibility ranking; 3) Substantiate evaluation criteria. 

4. «Fake Detector»: 1) Analyze media material for manipulations; 2) Identify disinformation 

techniques used; 3) Develop a refutation. 

5. «Geolocation Verification»: 1) Verify video/photo shooting location; 2) Utilize geolocation 

tools; 3) Document the verification process. 

6. «Statistical Fact-checking»: 1) Verify statistical data in publication; 2) Find original sources 

of figures; 3) Identify possible statistical manipulations. 

7. «Practical Fact Analysis»: 1) select 3 politicians' statements and conduct fact-checking: 

identify factual claims, find primary sources, assess credibility, formulate conclusion; 2) 

analyze ethical aspects: balance between right to know and confidentiality, presentation 

method, possible publication consequences; 3) prepare fact-checking material according to 

journalistic standards. 

8. «Image Original Search»: 1) analyze viral image: upload to Google Images and TinEye, find 

earliest version, determine original context, check image metadata; 2) compile results table: 

publication date, source, usage context, possible manipulations; 3) compare effectiveness of 

different image search tools.  

 

Topic 4 

1. «Analysis of Manipulative Techniques»: 1) find media examples of various manipulations 

(linguistic, visual, statistical); 2) identify target audience and influence objectives; 3) propose 

countermeasures for detected manipulations. 

2. «Comparison of Information vs. Propaganda»: 1) analyze event coverage across different 

media; 2) identify characteristics of objective information and propaganda; 3) create 

comparative table of techniques used. 

3. «Hate Speech Research»: 1) conduct media monitoring for presence of hate speech; 2) 

determine levels of statement aggressiveness; 3) develop counteraction recommendations. 

4. «Analysis of Psychological Techniques in News»: 1) identify the essence of media-

psychological techniques used in television news; 2) complete the analysis table. 

5.  

№ Name of the «Effect» Psychological Essence of the 

«Effect» 

1 «Daily Agenda» Effect  

2 Primetime Effect  

3 Name Substitution or Label Attribution  

4 Information Repetition Frequency  

5 «Building a Narrative»  

6 Presence Effect  

7 Fact Statement  

8 Attention Diversion  

9 Psychological Shock Effect  

6. «Standards of Objective Reporting»: 1) analyze news according to criteria: factual 

accuracy, source credibility, coverage completeness, balance of opinions; 2) rewrite the news 



following objectivity principles: remove value judgments, add missing facts, ensure balanced 

positions, verify data accuracy; 3) compare original and edited versions. 

7. «Psychology of Advertising Impact»: 1) recall a political advertisement image or video that 

made an impression on you or was memorable; 2) focus and analyze why you remembered it 

and which technique(s) worked in this case; 3) describe this case study. 

8. «Critical Content Analysis»: 1) select a high-profile publication; 2) analyze manipulative 

techniques used; 3) prepare manipulation breakdown with evidence. 

 

Topic 5 

1. «Journalistic Standards Analysis»: 1) analyze media content for compliance with 

standards; 2) evaluate balance of opinions and separation of facts from comments; 3) suggest 

ways to improve the material. 

2. «Multimedia Content Creation»: 1) develop a longform piece on chosen topic; 2) integrate 

various formats (text, photo, video, infographics); 3) adapt material for different platforms. 

3. «Visual Content Development»: 1) create a photo gallery following composition principles; 

2) develop data infographics; 3) prepare a video story. 

4. «Ethical Dilemmas»: 1) analyze cases of ethical conflicts in journalism; 2) propose ethical 

solutions; 3) justify your choices. 

5. «SEO Optimization»: 1) optimize text for search engines; 2) create effective headline 

package; 3) analyze performance metrics. 

6. «Visual Communication»: 1) create visual storytelling on a social topic (photo reportage 

following composition rules, infographic development with key data, video editing, content 

adaptation for different platforms); 2) analyze created materials (compositional solutions, 

color schemes, visual emphasis, informativeness); 3) optimize content (formats for different 

devices, file sizes, image quality, loading speed). 

7. «Cross-platform Publishing»: 1) adapt media content for different platforms: website, 

Instagram, Facebook, Twitter/X, Telegram; 2) optimize content considering: platform 

formats, audience characteristics, technical requirements; 3) analyze publication effectiveness 

through metrics: reach, engagement, conversion. 

8. «Media Content Analysis»: 1) research target audience (demographics, interests, media 

behavior, needs); 2) evaluate media content by criteria: relevance, usefulness, uniqueness, 

interactivity; 3) conduct quality audit (feedback, engagement, distribution, conversions). 

 

Topic 6 

1. «Digital Security Audit»: 1) conduct analysis of personal social media accounts; 2) review 

privacy settings; 3) create security enhancement plan. 

2. «Cyberbullying Prevention»: 1) analyze online harassment case; 2) develop response 

algorithm; 3) compile prevention guidelines. 

3. «Digital Footprint Management»: 1) monitor personal online presence; 2) assess risks of 

existing information; 3) develop digital footprint cleanup plan. 

4. «Personal Data Protection»: 1) create secure password system; 2) set up two-factor 

authentication; 3) develop secure data storage protocol. 

5. «Public Network Security»: 1) develop checklist for safe Wi-Fi usage; 2) configure VPN; 

3) create backup system. 

6. «Social Media Security»: 1) conduct account audit (privacy settings, friends/followers list, 

public information, post history); 2) identify potential threats: signs of fake profiles, 

suspicious messages, phishing attempts, dangerous links; 3) develop safe behavior rules: 

friend request acceptance criteria, link verification protocol, posting policy, threat response 

plan. 

7. «Cyberbullying Response»: 1) analyze cyberbullying situation: harassment type, bullying 

channels, psychological manipulations, victim impact; 2) develop protection plan: technical 



measures, psychological support, legal mechanisms, moderator engagement; 3) create 

documentation instruction: screenshots, message preservation, date logging, support contacts. 

8. «Daily Digital Hygiene»: 1) compile list of digital habits: social media time, passwords and 

access, open sessions, app permissions; 2) implement rules: update frequency, backup 

procedures, settings review, data cleanup; 3) monitor security: suspicious activities, unknown 

devices, spam mailings, phishing attacks. 

 

Topic 7 

1. «AI Content Analysis»: 1) compare human-written and AI-generated texts; 2) identify 

artificial content markers; 3) evaluate quality and authenticity. 

2. «Deepfake Verification»: 1) analyze video for signs of synthetic content; 2) utilize deepfake 

detection tools; 3) compile verification results report. 

3. «AI Ethical Audit»: 1) analyze case of AI use in media; 2) identify potential ethical issues; 

3) propose solutions. 

4. «AI Tools Practice»: 1) create content using AI; 2) evaluate output quality; 3) determine 

technological limitations. 

5. «Media Literacy Adaptation»: 1) develop AI content verification checklist; 2) create 

verification protocol; 3) formulate security recommendations. 

6. «AI in News»: 1) analyze AI implementation in news media; 2) evaluate automated news 

quality; 3) identify risks and benefits. 

7. «Personal Data Security»: 1) develop protection protocol against AI manipulations; 2) 

create rules for safe AI interaction; 3) assess data breach risks. 

8. «AI Content Verification»: 1) conduct fact-checking of AI-generated material: fact 

verification, source identification, accuracy analysis; 2) compare versions: original data, AI 

generation, discrepancies; 3) compile report on: detected errors, verification methods, 

recommendations. 

 

9. ПИТАННЯ ДО ЕКЗАМЕНУ 

 

1. Explain the main components of media literacy. 

2. Characterize the interrelation of different types of literacy. 

3. Describe the competencies of a media-literate person. 

4. Outline the main stages of media education development. 

5. Characterize the role of critical thinking in media education. 

6. Describe media education development experience in the USA. 

7. Highlight media education development features in Great Britain. 

8. Explain media education development characteristics in Australia. 

9. Describe media education development features in European countries. 

10. Identify modern challenges of the information society. 

11. Explain the role of media literacy in teaching. 

12. Analyze levels of media space organization. 

13. Describe the interaction features of media space subjects. 

14. Explain media ecosystem components. 

15. Characterize types of media. 

16. Analyze the specific impact of different media. 

17. Compare traditional and new media. 

18. Explain types of media convergence. 

19. Characterize fact-checking principles. 

20. Describe information verification methodology. 

21. Identify typical errors in working with facts. 

22. Analyze verification tools. 

23. Characterize media content verification methods. 



24. Explain geolocation verification features. 

25. Outline social media verification algorithm. 

26. Characterize types of fake news. 

27. Describe source reliability criteria. 

28. Identify types of media manipulation. 

29. Explain psychological influence mechanisms. 

30. Analyze manipulation tools. 

31. Characterize manipulative technologies. 

32. Explain types of information in media. 

33. Analyze principles of objectivity. 

34. Define differences between information and propaganda. 

35. Name and characterize types of propaganda. 

36. Characterize levels of hate speech. 

37. Explain journalism standards. 

38. Analyze content quality criteria. 

39. Describe journalistic ethics features. 

40. Describe media text structure. 

41. Explain basics of visual literacy. 

42. Name and characterize storytelling principles. 

43. Explain disinformation countermeasures. 

44. State digital hygiene principles. 

45. Explain data protection methods. 

46. Outline social media safety rules. 

47. Characterize types of cyberbullying. 

48. Explain the concept of «digital footprint.» 

49. State types of digital footprints. 

50. Explain aspects of digital security. 

51. State AI principles and types in media space. 

52. Explain artificial intelligence technologies in media. 

53. State AI content evaluation criteria. 

54. Explain deepfake characteristics. 

55. Analyze ethical aspects of AI. 

56. Characterize AI content verification algorithm. 

57. Analyze legal aspects of media security. 

58. Explain content analytics methods. 

59. State typical errors in working with facts. 

60. State features of working with primary sources. 

10. TEACHING METHODS 

The course «Fundamentals of Media Literacy» implements a comprehensive methodology 

that facilitates both theoretical knowledge acquisition and practical skills development. 

The interactive methods employed in the course focus on active student engagement, 

incorporating group discussions for media content analysis, case studies examining real instances 

of manipulation and disinformation, and role-playing exercises for understanding media 

operations. 

Practical methods emphasize developing competencies through conducting fact-checking 

procedures, information verification processes, media content creation, and implementation of 

various data verification tools. 

The technological component is implemented through utilization of online verification 

tools, content creation platforms, and analytical services. The research component encompasses 

media monitoring procedures, content analysis methodologies, and investigation of media effects 

and influence mechanisms. 



Creative approaches develop content creation competencies through strategic storytelling 

techniques, data visualization methodologies, and multimedia project development. Self-directed 

learning is facilitated through preparation for practical sessions and completion of individual 

creative assignments. 

The required technical resources include multimedia equipment, interactive display 

systems, and computing devices. 

 

11. ASSESSMENT METHODS 

Student achievement is evaluated based on the Regulations on Examinations and Tests at 

the Educational and Scientific Institute of Management and Psychology of the State Institution of 

Higher Education «University of Management and Psychology» 

(http://umo.edu.ua/images/content/institutes/imp/docum/polog3/26Положення%20про%20іспи

ти%20та%20заліки_n2_1.pdf). 

Continuous assessment is conducted throughout the semester during lectures, seminars, 

and independent work periods (intersessional period) and is evaluated by the sum of points earned 

across all topics. Academic performance monitoring encompasses ongoing achievement 

considering the quality of individual creative assignments, as well as final quality indicators of 

written responses to the final test questions. 

The following assessment methods are applied in evaluating student academic 

achievement: oral assessment methods including individual questioning; written assessment 

methods including testing and final written examination. 

The final assessment takes the form of an examination. 

The total (final) score is calculated as follows: continuous assessment points - 60 plus 

examination points - 40. The maximum possible score is 100 points. 

 

Assessment Criteria and Grading Scale 

 

The primary criteria characterizing the competency level of students in assessing current 

and final evaluations in the course «Fundamentals of Media Literacy» are: 

- Completeness and timeliness of all educational activities stipulated in the course syllabus 

- Depth and nature of knowledge of course material content 

- Ability to analyze studied phenomena in their interconnection and development 

- Quality of responses to questions (clarity, conciseness, logic, coherence) 

- Ability to apply theoretical principles in solving practical tasks 

- Ability to analyze the reliability of obtained results 

Oral responses are evaluated based on the level of theoretical knowledge through 

understanding of basic media literacy concepts, media operational principles, information 

verification methods, and characteristics of the modern media landscape. 

Practical skills are demonstrated through the ability to apply fact-checking tools, create 

quality media content, analyze media messages, and identify manipulations. Analytical 

competencies are determined by the ability to critically evaluate media content, analyze 

information sources, detect fake news and manipulations, and investigate media influences. 

Written assignments are evaluated based on: completeness of topic coverage, 

argumentation and logical presentation, comprehensive use of literary sources, presentation of 

logical reasoning, examples, and factual material. Consideration is given to the integrity, 

systematization, and sequence of provided information, ability to formulate conclusions, and 

creative approach to written assignments. 

Assessment of all forms of control is based on a 100-point scale. Evaluation of current 

work (practical assignments, results of individual student tasks) is conducted as a percentage of 

points allocated for the task, rounded to the nearest whole number according to the following 

criteria: 

- 0% - task not completed 

http://umo.edu.ua/images/content/institutes/imp/docum/polog3/26%D0%9F%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%BD%D1%8F%20%D0%BF%D1%80%D0%BE%20%D1%96%D1%81%D0%BF%D0%B8%D1%82%D0%B8%20%D1%82%D0%B0%20%D0%B7%D0%B0%D0%BB%D1%96%D0%BA%D0%B8_n2_1.pdf
http://umo.edu.ua/images/content/institutes/imp/docum/polog3/26%D0%9F%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%BD%D1%8F%20%D0%BF%D1%80%D0%BE%20%D1%96%D1%81%D0%BF%D0%B8%D1%82%D0%B8%20%D1%82%D0%B0%20%D0%B7%D0%B0%D0%BB%D1%96%D0%BA%D0%B8_n2_1.pdf


- 40% - task partially completed with significant methodological or calculation errors 

- 60% - task fully completed but contains significant errors in calculations or 

methodology 

- 80% - task completed fully and on time but contains minor deficiencies (dimensions, 

conclusions, formatting) 

- 100% - task completed correctly, on time, and without remarks 

 

Grading Scale: National and ECTS 

 
Total Points for All 
Learning Activities 

 
ECTS Grade 

 
National Scale Grade 

90-100 A Excellent 

82-89 B Good 

75-81 C Good 

68-74 D Satisfactory 

60-67 E Satisfactory 

35-59 FX Fail (with the possibility to retake) 
0-34 F Fail (with mandatory course 

repetition) 

 

 

Points Distribution Scheme 

Lecture Attendance - 2 points per lecture (2*3=6 points) 

Student Activity in Practical Classes - 6 points per practical class (6*2=12 points) 

Individual Assignments (one optional assignment from each topic) - 6 points per individual 

assignment (6*7=42 points) 

Final Examination - 40 points 

 

Continuous Assessment Final Exam Total 

Topic 1 Topic 2 Topic 3 Topic 4 Topic 5 

 

Topic 6 Topic 7  

40 

 

100 

L IT ІT P ІT L ІT L ІT ІT P ІT 

2 6 6 6 6 2 6 2 6 6 6 6 

 

*** 

L - Lecture Attendance  

P - Practical Class Activity  

IA - Individual Tasks 

 

Make-up Class Conditions 

 

Making up all missed classes is a prerequisite for exam admission. Classes must be made 

up in advance; it is not possible to make up missed classes on the day of the exam. 

Ways to make up classes (choose one option): 

1. Develop a presentation of 15-20 slides on the topic of the missed class; add a 

separate accompanying text file with slides and a list of references. 



2. Based on the studied material of the missed class topic, formulate 20 test questions 

of different types (matching tests (4 items), elimination tests (4 items), definition tests (4 items), 

analogy tests (4 items), and open-ended questions (4 items)). 

3. Complete an additional individual assignment in Google Classroom. 

4. Non-formal education opportunities: obtain a certificate for one of the following 

courses (choose 1): «Media Literacy: How Not to Fall for Manipulation?» 

(https://prometheus.org.ua/prometheus-free/resisting-media-manipulation/), «Media Literacy for 

Educators» (https://prometheus.org.ua/prometheus-free/mediagramotnist-dlya-osvityan/), «Very 

Verified: Online Media Literacy Course» (https://osvita.diia.gov.ua/courses/very-verified), 

«Personal Data Protection» (https://study.ed-era.com/uk/courses/course/371), «This is Not 

Clickbait» (https://study.ed-era.com/uk/courses/course/4186), «Information Hygiene. How to 

Recognize Lies on Social Networks, the Internet, and Television» 

(https://prometheus.org.ua/prometheus-free/infosecurity/). 
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компетентності здобувача освіти : моногр. / [Нічуговська Л. І., Ніколенко Л. М. та ін.]; 

уклад. : Криворотько А. О. Дніпро : Видавець Біла К. О., 2022. С. 276-329. 

https://lib.iitta.gov.ua/id/eprint/736734/1/ІННОВАЦІЙНА%20ПЕДАГОГІЧНА%20ДІЯЛЬ

НІСТЬ%20ЯК%20ЧИННИК%20ФОРМУВАННЯ%20ЖИТТЄТВОРЧОЇ%20КОМПЕТЕ

НТНОСТІ%20ЗДОБУВАЧА%20ОСВІТИ.pdf  

42. Приходькіна Н. О. Медіаосвіта як засіб розвитку ефективної взаємодії учнів із 

сучасним інформаційним простором. Гуманітарний корпус: зб. наук. ст. з актуальних 
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проблеми неперервної освіти в інформаційному суспільстві: зб. матеріалів конф. (29–30 
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вид. (30 жовт. 2020 р, м. Київ). Київ – Бориспіль: ДЗВО «Ун-т менедж. освіти», 2020. 

С. 139–141.  

46. Приходькіна Н. О. Постправда vs фактчекінг: теоретичні аспекти. Позиціонування 

закладів освіти на ринку освітніх послуг в умовах воєнного стану: Матеріали IV 

Всеукраїнського науково- методологічного семінару 24 листопада 2022 р. Київ – 

Бориспіль: ДЗВО «Університет менеджменту освіти». 2022. С. 91-96. 

47. Приходькіна Н. О. Проблеми становлення та розвитку медіаосвіти у США. 

http://umo.edu.ua/images/content/nashi_vydanya/metod_upr_osvit/v_22/Приход_кiна.pdf
http://umo.edu.ua/images/content/nashi_vydanya/metod_upr_osvit/v_22/Приход_кiна.pdf
https://doi.org/10.26661/2522-4360-2020-3-1-3
https://doi.org/10.31392/2311-5491/2019-70.51
https://ekmair.ukma.edu.ua/server/api/core/bitstreams/09d4435d-9fea-40bd-a8d5-62b1f31b65b3/content
https://ekmair.ukma.edu.ua/server/api/core/bitstreams/09d4435d-9fea-40bd-a8d5-62b1f31b65b3/content
https://lib.iitta.gov.ua/id/eprint/736734/1/ІННОВАЦІЙНА%20ПЕДАГОГІЧНА%20ДІЯЛЬНІСТЬ%20ЯК%20ЧИННИК%20ФОРМУВАННЯ%20ЖИТТЄТВОРЧОЇ%20КОМПЕТЕНТНОСТІ%20ЗДОБУВАЧА%20ОСВІТИ.pdf
https://lib.iitta.gov.ua/id/eprint/736734/1/ІННОВАЦІЙНА%20ПЕДАГОГІЧНА%20ДІЯЛЬНІСТЬ%20ЯК%20ЧИННИК%20ФОРМУВАННЯ%20ЖИТТЄТВОРЧОЇ%20КОМПЕТЕНТНОСТІ%20ЗДОБУВАЧА%20ОСВІТИ.pdf
https://lib.iitta.gov.ua/id/eprint/736734/1/ІННОВАЦІЙНА%20ПЕДАГОГІЧНА%20ДІЯЛЬНІСТЬ%20ЯК%20ЧИННИК%20ФОРМУВАННЯ%20ЖИТТЄТВОРЧОЇ%20КОМПЕТЕНТНОСТІ%20ЗДОБУВАЧА%20ОСВІТИ.pdf
https://doi.org/10.24139/2312-5993/2020.01/094-103


Неформальна та інформальна освіта як ресурс розвитку особистості: матеріали 

Міжнар. наук.-практ. конф. (22 трав. 2020 р., м. Київ). Київ: Таврійський нац. ун-т 
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думка, 2019. С. 54–55.  

55. Приходькіна Н. О. Управління розвитком медіаграмотності та критичного мислення 

учнів у процесі медіаосвіти в закладах загальної середньої освіти. Тенденції та проблеми 
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